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Overview

The HERO-Defender (aka Defender) is a self-contained high availability,
backup, disaster recovery and business continuity appliance. Utilizing
Microsoft® Hyper-V technology the Defender can replicate production MS
2003 and newer servers in real time. This is done by initially mirroring the
production server to a virtual machine and then maintaining current updates
through continuous real time replication. In the event of a failed server the
Defender will spin up the replicated VM within a few minutes.

The Defender also serves as a traditional on premise backup solution
storing critical data for both servers and workstations. With the flexibility to
retain multiple versions of backups, files and data can be retrieved from any
defined point in time. Coupled with HEROware's Secure-Cloud solution,
off-site backups have never been easier. The Defender sends backups

to HEROware's Secure-Cloud maintaining a bootable version of your
protected server(s) in case of a total disaster.

The HEROware Defender & HEROware Secure-Suite platform is a one,
two punch for total data protection and recovery.
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Prerequisite

Protecting your production servers requires a few critical steps before the Defender can fully
protect them. Please make sure the following patches and or tasks have been completed

before moving forward.

e NET 3.5 - All protected servers must have the .NET framework installed. (http://www.
Microsoft® .com/en-us/download/details.aspx?id=21) This may or may not require a reboot

after installation, however, it is highly recommended that you reboot the server.

e C++ update — upon installation of the replication client (Double-Take), the software will check

for this update and apply it if not present. This step does not require a reboot.

e For optimum performance in the replication process it is recommended that the source
(Server) have a least 5GB of available disk space and 4GB of RAM. Low system resources

may cause performance issues when replicating especially when using MS2003 server(s).

e ltis not recommended to run other backup software that may cause file or folder locks during

the replication process.

e Protected server(s) should have a static IP assigned and so should the Defender.

e [tis recommended that that Defender be joined to the Domain. If not joined to the domain

host records should be added to the host table to ensure name resolution.

e Defender is designed to run on the same subnet as the source server(s). DNS resolution is

critical especially using crossing subnets.

e [tis recommended that ports 7070 and 7071 on your firewall are opened to the Defender
for automated licensing assignment. Additionally ping should be enabled on both source and

target.



Terminology

Throughout the user’s guide you will hear specific terms used to identify components and or

processes. Below is a definition of these terms.

Source - Source is the device that needs protection. Usually a Server or Workstation is

referred to as the source. Just think source is where the data originates.

Target — Target is where the data is protected or replicated. In most cases the target is your

Defender or HEROware Secure-Cloud service.

Secure-Client — The client configures the job(s) and is installed on the production server(s)

and or workstation(s).

Secure-Server — The server is installed on your Defender and listens for clients. Used to

monitor all jobs and recommended avenue for reporting and alerts.

Secure-Suite - HEROware Secure-Suite encompasses both Client & Server products

coupled with all associate plug-ins.

Plug-Ins — Reference to various modules within the Secure-Suite that allow you to perform

specialized backups for Exchange, SQL, ADI (Advanced Disk Image), Hyper-V, etc.

Replication - Is the technology used to enable the job created in Double-Take to move data

in real time from the Source to the Target VM in Microsoft© Hyper-V.

VM - Stands for “Virtual Machine” and holds all the parameters that create the environment

that enables the physical server to be virtualized on the Defender using Hyper-V.

VHD - The “Virtual Hard Disk" is the replica of the source servers hard disk stored on the

Defender.

Hyper-V — Name for Microsoft's “Hyper Visor" that enables VM's to be created or hosted on

the Defender.

Host — References the Defender or HEROware Cloud. Also can be the target.



Defender Plus(+) Requirements/Recommendations

If you purchase the Defender+ package then you will be using your own hardware to create a
Defender. A few things to consider when selecting appropriate hardware for your Defender+

Appliance:

e  Use Quad-core Intel® or Xeon® processor for best results.
e The processor must support multi-threading to allow virtual machines to be created.

® Reserve at least 4GB of memory for the OS and 4GB for each additional VM,

(Recommend 8GB minimum for base 1:1 Defender).

¢ Recommend building a dedicated OS volume assigned to its own drive and a separate

Data volume on one or multiple drives for best performance.

e  Size your Data volume based on the storage used on your source server(s) are and how
much data is to be protected. Also include any other backup plans you have for sizing
Defender storage. As a general guideline, we recommend allocating 3x the space from

the protected servers.
®  Also consider utilizing some form of RAID to protect against Hard Disk failures.

e When preparing to initiate backups to Secure-Cloud, contact HEROware sales or

support team to determine the need for a seed drive.

e Utilize a Gigabit NIC for best results.

If your hardware has met the requirements above continue to follow the Prerequisites list and

ensure Defender+ is installed correctly.



Double-Take® Installation and Configuration

Your Defender comes preinstalled with Microsoft® Standard 2008 R2 Server running
Hyper-V, Double-Take® High Availability; HEROware Secure-Suite, and a Kaseya Agent
providing access to HEROware RMM and our Defender Module. No additional software

installation is required on the Defender.

PRODUCTION SERVER(S)

Preparing your production server for replication is simple. Note: Prerequisites sections
should have been completed to ensure a smooth installation. (All software installations should
be planned in a maintenance window in case a reboot is required.) HEROware recommends

that you patch your servers to aid the installing process.

There are two ways of installing the Double-Take® client on your production servers: Push &

Manual.

ADDING A SERVER TO THE CONSOLE (Clients must be loaded first)

Before you can install Double-Take® software to your source servers you must add them to
the DT Console. On the Defender run the Double-Take® Console icon under All Programs
and Double-Take.

. Double-Take UI‘
Double-Take Console
Double-Take Replication Console

L Availability
. Move

. RecoverMow

Be patient - this program may take a minute to load. While you're waiting take note of all the
IP address of the server(s) you are going to protect including the Defender, these should all

be static IP’s.



Adding a server to the console continued...

Once you have the Double-Take® Console displayed we need to add the servers using the
Manage Servers icon,

P it Yiew Go ook Eelp :

& Usqszml__ﬂ Manage Servers ] Manage Jobs d]‘:

SVISION
Home
Welcome to Double-Take Console.
| Headtines 1 ==
These jobs require sttention: B addseven
| Source Server & Target Senver Activity i W Cresteajob
] #) import servers from a file
|

# Choose ctemal tooks
Mo jobs found an smy of your servers.

@ Gethe
@ ¥ist Vision Solutions on the web
| Servers Summary

Total number of servers:

|

B Viewall servers

© -

| Jobs Summary

Tatal number of jobs:

© View jobs with errors
A View jobs with wamings
@ Viewal jobs

B Joswith vomings 0 | @ bawith e 0

Add the server(s) using the Add Server button as indicated,

Ede Edit Vew Go Jook Help
GetStarted [B] Manage Servers [l Manage Jobs +VISION

Q & Fou onsge servers [l Manage cos ] | VISION
] k

! Server & Actraty Verson Product Acthation Col

[ A Servers

L My Servers

Youe not monitaring sny servers.
Add servers to your console,
Rescly B\ Jobs with wamings 0 | @ Jobs with eers 0




Adding a server to the console continued...

Enter the IP address and credentials for each server including the Defender. If you expand
the domain field is available. Once added the server(s) will show up in the right pane labled
“Servers to be added:”.

ot T W W S e, - — .

Ele  Edit Viw Go Jook Help
@ )G F s [ vsesor lseior ) SVISION

Identify the servers in your environment that you want ta monitor. The senvers you sdd here appear on the Manage Servers page.

Manual Entry | Automatic Discovery | Servers to be added:

Server o
| Serven

152168135
192188131 192168136

Aiser name:
adminigtrator
Pazsword:

A\ loba with warmings 0 | ol.nhu.nlhmuo
— = o

Note: It is strongly recommended that you create a backup domain user with admin rights

and use these credentials when adding your production server(s). The reason is this
password should not be changed to ensure connectivity between the source and target.
Also when adding the Defender please use the local Administrator account as this is the
account used when building your Defender and will have all the proper rights. (If you
decide to use the domain user you created for the Defender please add this user to the
local Administrator’s group and the Double-Take® Admin’s group.)

After you have added all the server(s) to be protected, select OK.



Push Client - Installation

The Manage Servers screen displays all of the servers you added and if DNS is working

properly it should resolve the name(s) of all running Double-Take® installations.

In a new installation, Double-Take® is not installed and the IP address is not resolved. Also

the Activity column will indicate “Cannot connect to..." This normally means that Double-

Take® is not available and needs to be installed. In the example below we added a fourth

server to show you the symptoms.

Before you begin to push the service out you should have Double-Take® Activation Codes

that were emailed to you previously. If you do not have your activation codes then you should

contact HEROware sales or support team before going any further

B ot I W W W T G 1 4 BN B
Ele fdit View Go Tools Help
Get Started Manage Servers Man Jobs
o & ¥ B e seres ElMssseies ] |
FhilReDB M,
Server & Activity Version Praduct Amm:ai
= — 2 192168168 i Cammotcomnectto_ ! |
| e— ¥ Source-HERD idie 5316121 Double-Take Avadlabilty Advanced Edition mysp-0az1-4f
¥ TESTL-HERO e 5316121 Double-Take Availability Advanced Edition YIRSyt
¢ TESTZHERO 1die s316121 Double-Take Avssbilty Advanced Edton 2oy
n 3
Ready. A\ Jobs with warnings 0 | © lobs with emess 0
— s =

Note: you are assigned one activation code for each protected server. These codes are

assigned by sales and should not be duplicated or your replication jobs will fail to start.



Push Client Installation continued...

Select the IP or server you wish to install Double-Take® by simply right clicking and selecting

Install.

B Dok TakeConsoe . H W W T e gwm
Ele Edit View Go Tooks Eep
Get Started M e Servers M. Jobs
o %V moge Semers [l Mge s (o]
| -] Server & Agtivity Version Praguct
[ vl Servers LER168460 % View Server Details
| s B ¢ Ssourcetiro > b Double-Take Avadabilty Advanced Edbon mySp-Da2l
B ¢ TenHR0 o Double-Take Availability Advanced Edition yaR-Sopeny
B ¢ Tesr2HeRO E 3 Dewble-Take Avaiabilty Advanced Edtion
T, . Provide Cregentials
& Manage Graup Assignments
T Instal
B Uninstall
1 i Sevves Everts
2 Refresh
i
Ready

Select the Set Activation Codes... button and add your code. It’s important to uncheck
“Reboot automatically if needed”. If you ran through the prerequisites check list in the
beginning no reboot is needed. Click Install when finished.

[ — . J. A S -
Eie Edit View Go Took Help
Q@ B et [ vonsgeseners [l Manage Joks i‘l.-_‘ <VISION

e R AT |

—_—

@ Al servers need to have sctivation codes,

[ opticns snd Double-Tske on
|| Servers
| [server Serial Number  Activation Code Actiuation Code Vession
192168169 {None) one) ione)

1.7 Detault Installation Options

B, Inszall now
Instalt ater: (Times are local 1o this machine.)
[ s,
| Reboot sutsmatically if nesded

Note that NET Framework 3.5 Service Pack 1 will be installed on each server if & & not already present.

Loy - A\ Jobs with waros "?iulo.mmmu



Push Client Installation continued...

You'll notice under the Activity column the server shows “Executing Installer”, this process

can take up to several minutes.

B Server & Actiity . Vemion Product Acvaron
0 AllServers B v 10216816 i Exeosting nstaller
| cm ity servers B ¢ soureHERO Idle 5316121 Double-Take Availability Advanced Edtion mybp-0a21-L
B v Tensemo e 5316121 Doutle-Take Avaiabilty Advanced Edition S
B ¢ TesTzseRo i s316121 Deoibie-Take Avsiabilty Advanced Egtion
m
Ready

Once complete, notice the server column resolved the IP address to the server name
meaning that the DNS is working. Double-Take® relies heavily on DNS resolution and it's
important that the sources and target can resolve each other forward and backward.

Crarter ] et BT BL L0 o — A0 B . =c==

Ele Edit View Go Took Help
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Manual Client - Installation

Every Defender has a HEROware folder located on the root of the C: drive. This folder
includes the installation program to install Double-Take® manually. As mentioned in the
Push Installation instructions, Double-Take relies on DNS and if the source or target cannot
resolve each other or you did not complete the prerequisites section by installing .NET
3.5 framework, you may need to install the software manually. Either way it is still highly

recommended you complete the prerequisites.

prerequisites, Double-Take will attempt to install .NET 3.5 and C++ updates, after which
you may be asked to reboot - if not reboot anyway and rerun the Double-Take® install file to
complete the process.

Note: When installing Double-Take® for the first time and you did not complete the

After prerequisites are complete the easiest way to manually install is to browse to the
Defender's C: drive from the source and locate the Double-Take® install file (HeroDT...
exe) and copy it to the desktop of the source. The Defender may require credentials if
not a member of the domain. You can use the local Administrator with the password of

“Heroware123". See path and file location below,

pin,
€ (@ NI aerencer s Feroware

Organize = New folder

¢ Favorites Name

Bl Desktop | SecureCloud

| Recent Places ﬁl deviOPushClientSetup_new.exe
|8 Downloads & HeroDT_531.6121.exe

\. Program Files .,:;S heroimage.exe

E HEROware Defender-Plus Software Install...

Now simply run the installation program and click on “HEROware DEFENDER" then on the
next screen click, “HEROware...Powered by Double-Take®".

15 Autorun

¥ Total Recovery in Minutes

Thank you for choosing HEROW are. ' our new HERO-Oefender w il provide you with unparaleled real-
time data protection w ith high-avadabity and disaster recovery

HERO.Defenser is pow ered by Double. Take Saltw 8re from Vision Soltions, HEROW are is the giotal
leader in real-time reple stion applanc es w ith virtusl falover in minutes.

Select an.option below fo get siarted.

HEROware ~ DEFENDER

HEROw are DEFENCER pow ered by Double-Take | Vision Solutions

Version 53.9612.1 © 2011 HEROw are pow ered by Double-Take Softw are, hc. Al rights reservec,




Manual Client Installation continued...

M= E

Total Recovery in Minultes

Real Time... Real Fast... Real Easy

Chack out the antire HEROW are line of cefense for total business continuity

HERO SERVER-Cloud - real time protection in the cloud for all your profected servers
HERO MAIL Cloud - real time protestion for your email with AV/AS, fadover and arc hiving
HERO FILE-Cloud - real time prote: tion for desktops, laptops, and workstation fles
Select an option below 1o install the HERO-Defender agent Fow ered by Double-Take

= Product install

[ HEROw oie Fow eved By Double-Toke

When you are prompted to update the software select “No” and Next, accept the license

agreement and Next again.

| Double-Take - InstallShield Wizard l

Welcome to the InstallShield wizard for
Double-Take version 5.3.1.612.1

An updated version of Double-Take may have become avalable
since you purchased your copy. To make sure you have the most
recent wersion, the installation program can use your Internet
connection to check the Vision Solutions web site.

| ‘r'éé',-_;heck for an updated version (Recommended)

% Mo, si;lp this step and continue the current installation

i Next > I Cancel

There are two components when installing Double-Take®, Client and Server. The Client
simply installs the Double-Take® console allowing you to configure and manage replication
jobs. The Client does not require an Activation code and is a management console only.
Since the Defender has the console loaded there is no need to install the Client on or

any of your source(s) except if you are looking for an alternate management console. The
client is small and enables the Defender’s Double-Take® Console communications and
configurations to the source(s).



Manual Client Installation continued...

When prompted, select “Server Components Only” and for the program location- you can

leave the default. Only change this location if you are running low on C:\ disk space.

& Double-Take - InstallShield Wizard

Setup Type -~ ISIO ®
Select the program features you want installed, h g oLy

Choose which components to install.

¢ Client and Server Compaonents
4" Client Components Only

v Ser-\'f'::er Components Only

Install to: )
C:\Program It';les\,\u‘igan SolutionsiDouble-Take!, e — |
T e

< Back I Mext = I Cancel I

You should have received an Activation Code through email after your purchase of the
Defender appliance. If you are unable to locate your Activation Code contact HEROware
Sales or Support. Activation Codes have to be unique for each source and Defender to
properly replication. Duplicate code will cause the replication job to fail.

ouble-Take - Installshield Wizard

Activation Code Information

A I
Please enter your informnation. g o

Enter the activation code for your product, Multiple activation codes may be entered to enable
| multiple products.

Enter.afi activation code:

|| Add I
Cuf'srjl_: activat,lﬂi.ﬂ codes!
Remove I

Installshield

< Back l MWexE > I Caneel




Manual Client Installation continued...

Next; if your source OS is 64BIT and resources are available set Actual System Memory
amount to 2048 (MB). This will help Double-Take® read/write operation quicker rather than
cache them to disk.

i Double-Take - InstallShield Wizard K
Maximum System Memory -~ ®
e <VISIO
Enter the required information. SOLUTIONS

Enter the amount of systern memary ta be used For all Double-Take processing. The valid range of
wvalues is shown below,

Minimum amount of system memory available for use (MB): 512

Installshield

< Back I Mext = I Cancel |

Using disk Queuing will help when other application(s) may be using resources. We suggest
placing the Queue on a disk other than the boot partition. In this example were using drive
D:\. Set the minimum free disk space to 1024 (MB). If you are forced to use the boot
partition set free disk space to 2048 (MB).

ii? Double-Take - InstallShield Wizard [ ]
Double-Take Disk Queue -~ o
Set disk queue options that best suit your needs. A d VISIO N

SOLUTIONS

Double-Take can use disk space to buffer data during petiods of high volume processing that might
otherwise exhaust system memory, Specify the disk queue location and size that will be used For
disk queus operations.

[V Erable disk queus

{.‘PI‘.DT QUEQ:C". | Change... I

n dedicatgd non-boot volume will offer the best performance and reliability,

% Unlimited disk queus

" Limit disk space for queus (ME): Minimur Free disk space (MB):
[r477167 i 1024
"'.,‘.ﬂwallable_gﬂ'sk space (MB): 7397627

Installshield

Disk Usage | < Back, Mext = Carncel




Manual Client Installation continued...

Continue to take the defaults and install Double-Take®. When you come to the Port
Configuration screen you are notified that Double-Take® requires four ports to be opened in
order to operate. The installation process will attempt to create exceptions in the Windows
firewall. As long as you are logged in with the proper credentials the exception should be
created.

Port Configuration E |

& The firewall is not currently configured For Double-Take, You need
ng to add an exception for Double-Take to the ports listed below in
~ order for Double-Take messages and data to be transmitted and

received from other servers,

Port Number: 6320
Port Number: 6330
Part Number: 6332
Port Number: 6325

Click "Cancel" to continue without adding the exception. Click "OK"
to have the Double-Take install add the exception. It may take a
few moments For the exception to be processed,

**additional Firewall configuration may be required. Please see the
User's Guide For more information,

| Ok I Cancel

After selecting “OK" Double-Take® will continue to install. This process can take up to
several minutes so please be patient. Once completed, click “Finished” and exit out of the
HEROware Installer. Any temporary installation files will be cleaned and you are now ready to
add the server to the Double-Take® Console on the Defender. See, “Adding a server to the
console” in the TOC.

Important: Once you have completed installation of Double-Take® it is strongly

recommended that you create a domain user to use for replication credentials. This user
needs to be a domain admin and the password should not change. Once the user is created
add them to the local groups on the source server where you just installed the Double-
Take® software.

Member of local groups:

. Double-Take Admin
. Administrators



Configuring a Replication Job

To create a Double-Take® replication job launch the DT console from “Start\All
Programs\Double-Take” and select “Manage Jobs" from the top menu.

= Go Iodk bel e
P F cetsuews [B] Maage severs [l wacagescas | o]
‘ Home

Wiekame s Dowbie-Take Canscie:
Weiios .
Thass jobs require sttantion B sdd serveny
Source Server = Target Sarver Activity I W Conateajob
| #) Impertservers fromaa fis
E &
| 1
e jobs frund on any of your servers. W Chacse extemal tools
= . @ Gethep
[ Taoke- | @ i Vision Spiusions on
Total number of servers 4 4 Gatthe lstest update
B Viewsl servers [l Change sutomatic upstates
Jobs Summary
Tetal rumber of jobs: 0
O iew jobs with errory
b Vb jobs with waemings
W View all jobs
] £ Jobo with wamings ¢ | @ ok with siron ©

You can easily see what section you are in within the red bar across the top. As show in the

image below you are in “Manage Jobs". To begin a new replication job select the “Getting
Started” shield in the top menu.

¥ w.lPp1 Filteg &l jobs - A © | Tire aserver name ]
-}
20 Jabs on Al Servers Ioba SourceServer  TargetSeer  Job Type Activity Miror Statis Rephcation Status Tranamit Made
L3 Joos on My Servers d

Pz jobs frund on sy of your servers.

Job Highfights
N jols s salected.

£ Jobo with wamings ¢ | @ ok with siron ©




Configuring a Replication Job continued...

Select “Double-Take Availability” under add servers,

Keep your det, appiication, entire serves [physical ar
irtsall, or chuster workboads highty avaloble:

@ Double-Take RecoverNow

. Double-Take Move

@ Double-Take Flex Mot suniabie)

3, Jobs viah vaenings 0 | @ Jabswith errons 0

Select “Protect an entire server using a Hyper-V or ESX virtual machine”

(Bt Go Ioch L
Q@ B F cersunes [ ronsgeseners [l manage sots

Double lity

*VISION

Choase a task and click Next o continue.

Deseription
&3 Protect ies and folders or an entire server

Protect any physical or virtual machine with an

o o virtual on
[ Protect an application Microsatt's Hyper-V or Whware's ESX platform.

L) Protect an.ESX virtual machine using host-level protection (Mot avaitable)

« Protect an entire server using a Hyper-V or ESX virtual machine

I B Protect multiple ESX virtual machines

# Protect a Hyper-V virtual machine using host-level protection

3, Jobs viah vaenings 0 | @ Jabswith errons 0




Configuring a Replication Job continued...
From the drop down menu select a source server. A source server is a server you want to
protect. If the server you want to protect is not listed you'll need to reference “Adding a

server to the console” in the TOC.

Once the source server is selected it will automatically populate the credentials, click Next.

Select the server you want to protect. The deta

Server

Souece-HERD - [l
User name:

hers\admuristrator

Pasaward:

ssarenen

Raadly i\ Isbs veah vaenings © | © Jobs wih errons 0

Choose what volumes or drives you want to protect. Also add any folders or files you would

like to exclude, click Next.

Select the volumes you want to protect.

Selpct the volumes tirgrotect

; Volme &, Total Size Used Space
i) e C (System Volgne) 2827368 43.18GB
fileoD mmce o7 me
EH et a2m6e T me
Bw r #rrGe 9T MmE
- I e mme

A Ists v vaenings 0 | @ fabswith errans 0




Configuring a Replication Job continued...

From the drop down menu select a target server. A target server is the Defender running
Hyper-V. Credentials will auto populate then click Next.

Select the Hyper-V senves or ESX Virual Recovery Appliance to protect the source senver.

Serven

TEST2-HERD 4 . [Lepwe. |
Username: :

HERCH backug-admin

Bavsward

ssrsnen

A Ists v vaenings 0 | @ fabswith errans 0

Once the connection is made a list of available storage space on the target (Defender) is
displayed. Standard Defenders are shipped with an OS partition drive C:\ and a storage

partition drive D:\. Select the storage partition, in this case drive D:\. Notice the full path a
folders structure is listed below. Click Next.

TowlSze -,
1459 GB 12675 68

“ C
“ D i Ta0Le26E : TIMI5C8
[ ] M8 MME

Full path where the feplica virtusl maching will be stored:
DAHVRA_Rephon'Sdurce- HERD

A Ists v vaenings 0 | @ fabswith errans 0




Configuring a Replication Job continued...

When configuring the virtual machine the Defender will attempt to match the resources on
the source, processors and memory. Notice that in the right column under the replica name
will show available resources on the Defender.

It is recommended you build your virtual machine with minimum of 2 processors if multiple
are detected and 4096 (MB) or 4GB of memory. Next to the “Local Area Connection”
window your target network should have the virtual net adapter automatically selected. If this
is not showing please use the drop down to select your vnic.

You can modify the processors and memory after the replication is complete if needed.

B be Yo Go Ioois o .
e @ F cetstnes BWW TGl Manage o0s | o] +VISION |

Configure Rey

a Virtual Machine
‘Comiggare the repiica virtusl machine.
Baphca virtual maching Gaplay name:

Processors on the source server:

D]

My on the source server (VB
) [25m

Map sourse network adspters to target netnfris:

Source Network Adapter = Target Netaork
e Lacal Area Commeciibn. .. -+ wmich
=
Aehvanced setsesgs for Local Ares Connection
[Opbceal] Enter network configuration for the replica vrtual machine. i it eoteret - Camfiguration at the sate
Target 9 agdvesces:
1P Addvess Subet Mank e

Detaut Gateggays:

Note: vnic or Virtual Network Adapter is configured using Hyper-V manager. If you're

Defender was provided by HEROware your vnic has been preconfigured and will show up
in the list. If you are using Defender Plus and provided your own hardware it is necessary
to configure your virtual network adapter prior to configuring your job. See Microsoft®
configuring a vnic for Hyper-V.

For best performance all other fields are best left alone.



Configuring a Replication Job continued...

Now Double-Take® will build the VHD and match Replica Disk Size to equal the volume
being created or Total Size. It is recommended that these two variables remain unchanged.
(RDS) Replica Disk Size can be altered only in the event if the Target volume does not have
sufficient space. If this is the case then the RDS can be modified to complete the job.

Space grows larger than the RDS the VM wiill stop replicating. If the RDS has been modified
its recommended you increase available disk storage space on the Defender then recreate
the VM using the appropriate space suggested.

Note: If you modify the RDS to accommodate the space on the Target volume and the Used

b p—
Selected vohumes 15 grotect for replopiraal maching:
[ Voheme = o TowlSae Used Spwce.
| s € (System Vohume) i 212708 pue
b (D) has 722425 G of o vokmes, the replica virseal ot be move than the vaiatie space.
Back. [
L A ot with warmings 0 | Q) ote wit oy ©

Additionally the VHD defaults to Dynamic Disk Type. Leave this setting as Dynamic and
Double-Take® will create a VHD to match the size of Used Space and allow the VHD to
grow to the RDS. This will help when creating mulitple replication jobs on the same volume.



Configuring a Replication Job continued...

Leave these variables set to default. Compression should be enabled if replicating across a

WAN.

The sent data target route reflects the primary IP address on the Defender. To check the IP

address is correct run a ping test by name to the Defender.

Limit bandwidth is used when replicating across a WAN or the resources on the sources are

low.

Note: It is recommended NOT to set the job to automatic failover. If the replication job is
set to automatically failover you must pay close attention to intervals and trigger so the

Defender will not failover in case of a Patch or temporary reboot.
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192168137

Monitoring interval (seconds):  Niymber of missed intervals trat trigger fsdover
5 o s ‘

<« ok ]
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Configuring a Replication Job continued...
The last screen simply shows a summary of the configured replication job. Review your

parameters and confirm everything is set per your input. If you need to modify any settings
use the “< Back” button to correct them.

fe it Yew Go Ioos Lee

Q5| F oersures [ somge seners Gl varsgescon | ] |

Protection Summary

Review the consigurntion of thil protecton.
Source-HERD ta TESTZ-HERD
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Pame:
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Senar
Wohmes:

[Target

Server:

Terget patc
Repha vl it

e

TESTZ-HERG

CHUHVRA_Replices'Source-HERD

Hime
% Source-HERD_Cvhd

Size Type:
Z2TIGE  Dynaenc

Storage Comrollr
IDE

| Configuration

Compresson: None
Target roubs: 192186036
Bandwidth bmit: No kst
Automabe telover: o

If everything is correct then click Finshed and you will be taken back to the Manage Jobs
screen where your newly configured job will show. The Manage Jobs screen will display
replication status on all jobs noted under the Activity column. If you draw your attention to
your newly created job the Activity column will go through a few different notifications while
the job is building like, Contecting to Double-Take, Initializing VHD, Calulating, and finally
Synchronizing (0.0%). Synchronizing shows you the progress by percentage. This could
take anywhere from 20 minutes to 3 or 4 hours depending on network traffic, source server
resource utilization, or used drive space on the source. Once the server is fully replicated
the activity column will display Protected and theres a green circle check mark in front of the
job.



Configuring a Replication Job continued...

Again note the Activity column during the replication process and the job warning indicator in

Figure “A" and after completion in Figure “B".
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Double-Take® Preparing and Executing a Failback

This section will help you prepare for and execute a Failback to a new or repaired server. [t
is not part of the initial set-up. In the event that you need to perform a live failover on the
Defender, the replication job in Double-Take® becomes null. This is because Double-Take®
has completed its task by replicating the source and spinning up the VM replica when the

source failed.

production server (source). Double-Take® automates the process based on variable inputs
to create a Virtual Machine in Microsoft’'s Hyper Visor and continues to sync the production
server with the VM in real time. Every job created in Double-Take® has its unique
responsibility and when completed (failed over) it becomes null and can be removed from
the Manage Jobs menu.

Note: Double-Take® is a tool used to interface between Microsoft Hyper Visor and your

Once the protected server has become inaccessible and you performed a live Failover, the
Double-Take job in Manage Jobs menu should be deleted. When planning to Failback, you
need to create a Files and Folders job to begin the process.

Note: Remember because the Defender is now hosting your production server virtually, your
users are not interrupted and productivity continues to happen. Now you have the luxury of
planning the Failback on your time.

Configuring a Files and Folders Job

A few things need to happen before you build the Files and Folders job. Concerning the
physical production server that has gone down.

Identify and fix any hardware problems on the physical server

®  You can use this time to add additional drive space or memory if needed.

e When recreating any drive partitions it's important to duplicate the original partition
configuration. You can add to the partition configuration but it is not recommended to
subtract.

Re-install your server OS

e Itis recommended you install the same version of server OS.

e Only install standard if reinstalling SBS server. The F&F job will reconfigure the server to
SBS once the job is activated.

® |Leave the IP address dynamic and server name generic. The F&F job will take care of
renaming and addressing your Failback.



Configuring a Files and Folders Job continued...

Below shows a configuration example needed in preparation for a Failback job. Notice the

production server parameters match or exceed the virtual machine parameters. As mentioned

previously it's important not to exclude partitions or shirk disk size on the physical or target

server when preparing for a Failback.

Virtual Machine

Microsoft: 2008R2
Memory: 2048MB
Processors: 1CPU
NIC: 1

Drive C:\ (150GB)
Drive D:\ (1.5TB)
Drive E:\ (800GB)

Production Server

Microsoft: 2008R2
Memory: 4096MB
Processors: 2CPU
NIC: 1

Drive C:\ (150GB+)
Drive D:\ (1.5TB+)
Drive E:\ (800GB+)
Drive F:\ (ok to add)

Note: unlike a replication job, the physical server or repaired server becomes the target
and not the Defender. In summary the VM running on the Defender is the source and the

physical server becomes the target.



Configuring a Files and Folders Job continued...

To create a Files and Folders job launch the Double-Take® console on the Defender and
make sure both servers (Source and Target) are listed and authenticated under Manage
Servers. If not listed see adding servers to the console in the TOC. After verifying servers
select “Get Started” on the top menu of the console then select, “Double-Take® Availability”.
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Next select, “Protect files and folders or an entire server”

9 Double-Take Consale
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&} Protect multiple ESX virtual machines

Q‘ Protect a Hyper-V virtual machine using host-level protection




Configuring a Files and Folders Job continued...

“Choose Source Server”, A list of all the servers added and authenticated is displayed. In
this example Source-Hero is a VM running on the Defender and our source for failing back.

File Efit View Go Took Help
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Next is “Choose Data". The ability to select Files and Folders/Full-Server Failover are your
two options. Remember that your taget server should have drive partitions that match the
VM source. Since we are creating a job to perform a Failback you will select “Full-Server

Failovar” and continue.

File Help
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Configuring a Files and Folders Job continued...

Now “Choose Target Server” is the physical server you just fixed and you will be failing back
to. For this example we are selecting “Physical-Server”.

File Efit View Go Tooks Help
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Your next screen is the “Set Options” screen and has a variety of variables in multiple
categories that can be configured. Most of the setting are preconfigured so we will just
address the categories of concern. If you see a No static IP address available... banner

under the set options bar it's no concern. The target IP will reflect the source once the
failback is complete.
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Configuring a Files and Folders Job continued...

Set Options;

Failover Monitor — preconfigured with Source IP.

Failover Options — preconfigured with “Wait for user to initiate failover”.
Reverse Protection — select: “Disable reverrse protection”.

Staging Folder Options — left blank.

ok, 0np =

Network Configuration — preconfigured with “Apply source network configuration to the
target...".

Network Adapter Options — left unchanged.

Snapshots & Compression — uncheck “Enabled scheduled snapshots”.

Scripts — left unchanged.

Mirror, Verify & Orphaned Files — select “Mirror all files” leave the rest unchenged.
Target Services Options - left blank.

- 2 © o No

- O

Bandwidth — left unchanged. (Recommended)

Once your complete the next screen “Summary” will check your variables and flag any
conflicts or concerns. They can be corrected using the back button.

Note: Make sure you pay attention to the flags. Not all flags need to be correted rather they
may just be for your information. Example, if you added more proccessors or diskspace

to the target you'll be flagged that these variables do not match. In this example reverse
protection has been disabled.

The surce will nat be monkored for falover.
Velumas o mismatched volumes found batwesn souroe and tanget.

Neetwork adapter mappings. Al NICs mapped
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Configuring a Files and Folders Job continued...

After you corrected and or satisfied with your configuration you'll select finished. Then the
Manage Jobs screen will show your new job listing and begin to synchronize the servers.
Notice that unlike your real-time replication jobs this job is flagged as a “Full-Server Failover”.
Once completed the status with display the same as your other jobs with a green check

circle to the left indicating it's fully protecting.
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